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Mporpama HaB4YaNAbHOI AUCLUNAIHK

1. Onwuc HaBYaNbHOI AUCUUNAIHMY, iT MeTa, NpeaMeT BUBYAHHA Ta pe3y/bTaTU HaBUYAHHA

Kadeapa o6umcnioBanbHOI TEXHIKK

CyyacHi iHdopmauinHi TexHonorii TicHO 3B’A3aHi 3 KoMn'loTepHUMKM mepexkamu. Bia edekTUBHOCTI
POBOTN OCTAHHIX 3aNeXUTb ePeKTUBHICTb PoHOTM BaraTbox enemeHTIB Pi3HOMAHITHUX KOMM'toTepHMUX
cuctem. [paBunbHUA BUBIPp TEXHONOTiM, MPOKONIB, cepsiciB A03BOAUTL 3abe3neynTM HagiliHe Ta
6e3neyHe @YHKLiOHYBAaHHA KOMM'OTEPHUX cucTemM. [ucumnaiHa «IHTEepHEeT TexXHONOrii» OKpim
TEOPETUYHUX NUTaHb aPXITEKTYPWU Ta NPUHLUMNIB NOOYA0BM CepBicCiB Mepexi IHTepHeT Takox npuainse
6arato yBarm NpakTMYHUM acrnekTam ix 3acTocyBaHHA. OTpMMaHi 3HaHHSA [,03BONATb BUKOHYBATU QYHKLT
iH}XeHepa 3 aBTOMaTU3aLii npouecy po3pobKK, TeECTYBaHHA Ta PO3ropTaHHA NPOrPamMHOro 3abesneyeHHs
(DevOps-iHxeHepa).



MeTa HaBYa/IbHOI AMCUMNAIHK — NigroToBKa $axiBLiB, AKI MAlOTb 3HAHHA 3 apXiTEKTYpPW Ta NPUHUMNIB
nobyaoBu cepsiciB meperKi IHTEPHET, @ TAKOXK NPAKTUYHI HABMYKM 3aCTOCYBAHHA MEPEXHUX TEXHOOTIN
ONA BUpPiWeHHA Pi3HOMaAHITHUX 3aBAaHb.

MpeameT AUCUMNAIHM — NPUHUWNKW OpraHisauii Ta QyHKUiOHYBaHHA MepeXHUX cepsiciB IHTepHeT,
CNoCcobWn BCTAaHOBNEHHA Ta HaNarogyKeHHs MepeXKHUX CepBiCiB, OCHOBHi MpoTokonu crteky TCP/IP,
MexaHi3amn H6e3neyHoi nepesadi JaHUX B KOMN'IOTEPHUX MepeKaX, apXiTeKTypa PO3MOoAifieHUX CUCTEM
36eperKeHHs AaHuXx.

Ovcumnnina «IHTepHeT TexHoANorii» NIACUAOE Ta 3aKPINAOE HACTYNHI NPOrpamHi KOMMNETeHTHOCTI i
NporpamHi pesyibTaTh OCBITHbOI NpOrpamu:

- 3[0aTHICTb NpPoOeKTyBaTM Ta po3pobntoBatnm nporpamHe 3abe3nevyeHHA p[AA KOMMN'IOTEPHUX Ta
BipTYya/NIbHUX MeEpPeX;

- 3[AaTHICTb A0 BU3HAYEHHA TEXHIYHMUX XaPaKTEPUCTUK, KOHCTPYKTUBHUX OCOBIMBOCTEMN, 3aCTOCYBAHHSA i
eKcnayaTauii NporpamHux, NPOrpamHoO-TEXHIYHUX 3acobiB, KOMN'IOTEPHUX CUCTEM Ta MEPEX Pi3HOro
NpU3HaYeHHs;

- 34aTHICTb NPOEKTYBAaTU KOMN'IOTEPHI CUCTEMU Ta MEPEKI 3 YpaxyBaHHAM Linel, 0bMexKeHb, TEXHIYHUX,
€KOHOMIYHWX Ta NPaBOBUX aCMeKTiB;

- 34aTHiCTb ByayBaTW apXiTEKTypy Ta CTBOPHOBATM CUCTEMHE i NMPUKNaZHe nporpamHe 3abesneyeHHs
KOMN'IOTEPHUX CUCTEM Ta MEPEK;

-BMpilLYBaTV 3a4a4i aHaNi3y Ta CUHTE3Y KOMMN'IOTEPHUX CUCTEM Ta MEPEK;
- 3[iCHIOBATM AOCNIAKEHHSA Ta MPOEKTYBAHHA KOMMN IOTEPHUX MEPEXK.

3rigHO MNporpamu  HaBYa/AbHOI  AUCUMNAIHWU  CTYAEHTM NicnA  3aCBOEHHA  AUCUMNAIHUM  MaloTb
NPOAEMOHCTPYBATK TaKi NPOrpamHi pe3ynbTaTh HaBYAHHS.

3HaHHA:

-Nnpu3HayeHHsa Ta GYHKLUIT piBHIB €TaNOHHOT MoAeNi B3aEMOAIT BIAKPUTUX CUCTEM;

-MexaHi3mu b6e3nevyHoi nepeaadi JaHUX B KOMN' IOTEPHUX MepeKax;

- NPUHLMNM NO6YA0BU Ta PYHKLIOHYBAaHHA CUCTEMU AOMEHHUX imeH DNS;

- NPUMHLMIM No6YyA0BU Ta PYHKLIOHYBAHHA NOLITOBUX CEPBICIB;

- NpMHLUMNM No6yA0BU Ta PYHKLIOHYBaHHA $pakiIOBUX CEPBICIB;

- NpUHUMNM nobynosu Ta dyHKLioHyBaHHA Web-cepsicis;

- NpUHUMIM nobynosu Ta GyHKLioOHYBaHHA IM-cepsicis.

YMiHHA:

-HaNalWTOBYBaTM MapaMeTPU MepeKHUX iHTepdelicis B onepauiliHii cuctemi GNU/Linux;

- BCTAHOB/IOBATM Ta HAaNaroAKyBaTh MepeskHi cepsicy B onepauinHin cuctemiGNU/Linux;
-BMKOHYBATW MOLLYK Ta BUNPABAEHHA NOMUIOK B pOBOTIi MepeHUX CepBiciB;

- 3abe3neyvyBaT HeObXigHWNI piBEHb Be3nekn Npu nepesadi JaHNUX B KOMN IOTEPHUX MepeKax;
- BUKOHYBaTM pO3paxyHKM NapameTpiB mepexki, nobyaosaHoi Ha 6asi cTeky npoTokonis TCP/IP.
Jocsia;

- po60TK 3 aHaNi3aToOpaMu Ta reHepaTopamm MeperKHOro Tpadiky;

- po60TK B KOMaHAHOMY PAAKY onepauiiHoi cuctemmn GNU/Linux.



2. MpepekBi3nuTU Ta NOCTPEKBI3UTU AUCLUUNIHU (MicLe B CTPYKTYPHO-N0riYHi cxemi HaBYaHHA 3a
BiANOBiI4HOIO OCBITHLOIO NPOrpPamolo)

Ona ycniwHOro 3acBOEHHA AUCUMNAIHM «IHTepHeT TexHosorii» HeobxigHO nonepeaHbO OBOJOAITH
6a30BMMM 3HAHHAMM 3 OCHOB KOMN'IOTEPHUX CUCTEM i MeperK, onepauiiHoi cuctemm Linux, meperkHnUxX
TEXHOOTIiN.

KomneTeHTHOCTI, 3HaHHA Ta BMiHHA, OTPMMaHi B paMKax BUBYEHHA AUCLUNAIHU «IHTEpPHET TeEXHONOTrI»,
MOXYTb OyTW 3acTOCOBaHi AN PO3ropTaHHA Ta HANArOAXKYyBaHHA MNOLWTOBUX CcepBiciB, ¢$annosBmx
cepsiciB,web-cepsiciB Ta cepBiciB MWUTTEBMX MNOBIAOMNEHb; BWMKOHAHHA MOLWYKY Ta BUNPABAEHHA
NOMMWANOK TX HaNaLWTyBaHHA;aBTOMATU3ALT Npouecy pO3ropTaHHA MepeXXHUX CepBICiB.

3. 3MmicT HaBYaNbHOI gUCUUNNIHU
Posgin 1. Cuctema JOMEHHUX iMeH.
Tema 1.1.CtpyKTypa Ta npocTip imeH DNS.
Tema 1.2. Pexxnmun pobotn Ta popmat nosigomneHo DNS.
Po3gin 2. MNowToBi cepsicu.
Tema 2.1.MMpotokon SMTP.
Tema 2.2. 3abe3neyeHHA 6e3nekun B NpoTokosi SMTP.
Tema 2.3. lNMpotokonnPOP3 TalMAP.
Po3pin 3. MepeHi cxoBuLa AaHNX.
Tema 3.1. lNMpoTtokon FTP.
Tema 3.2. MeperkHa ¢airinosa cuctema NFS.
Tema 3.3. NpoTtokonu SMB/CIFS.
Posain 4.Web-cepsicu.
Tema 4.1.MpoTokon HTTP.
Tema 4.2.Cecii B npoTokoni HTTP.
Tema 4.3.KewyBaHHA B npoTtoKoni HTTP.
Tema 4.4.6anaHcyBaHHA HaBaHTaxeHHs ana Web-cepsicis.
Tema 4.5.MpoTtokonn SSL/TLS.
Posgin 5. CepBicn MUTTEBMX NOBIAOM/EHD.
Tema 5.1. NpoTtokon XMPP.

Tema 5.2. Cepsicn mutteBmx nosigomneHb Matrix.

4. HasuanbHi maTtepianu Ta pecypcum
basoBa niTepaTypa.

1. Komn’toTepHi mepexki : [KHura 1. TexHonorii Komn'loTepHMX mepeK] : HaBYanbHUI NocibHuK / C. M.
€Bcees, H. B. AxkeHtok, M. 0. Tonkauos. Ta iH. — Xapkis, — JIbBiB : «Hoswui1 CeiT — 2000», 2025. — 471 c.
2. Pokoswuit, O. I. HaB4anbHMI NOCIBHMK 3 ancunnaiH « MepexkHi TexHonorii» Ana cTyaeHTiB
cneujanbHOCTi 126 — Komn'toTepHa iHxeHepis [EnekTpoHHKUI pecypc] / Pokosuit O. M., KoraH A. B.,



AneHin O. |. — EneKkTpoHHi TekcToBi AaHHi (1 ¢pann: 333,97 Kb6aiiT). — Kuis : KMl im. Iropa CikopcbKoro,
2021. - 63 c. https://ela.kpi.ua/handle/123456789/45847

JonomixHa niTepatypa.

1. James Kurose, Keith Ross. Computer Networking: A Top-Down Approach, Global Edition, 8th
Edition.Pearson Education, 2021.

2. Larry Peterson, Bruce Davie. Computer Networks: A Systems Approach, 2019. —489p. URL:
https://github.com/SystemsApproach/book/releases/download/v6.1/book.pdf

3. Peter L Dordal. An Introduction to Computer Networks, 2021. — 947 p. URL:
http://intronetworks.cs.luc.edu/current/ComputerNetworks.pdf

4. Tanenbaum, A. S., Bos, H. J. Modern Operating Systems, 4th Edition. Pearson Higher Education, 2015.
—-1137p.

5. Evi Nemeth, Garth Snyder, Trent Hein, Ben Whaley, Dan Mackin. UNIX and Linux System
Administration Handbook, 5th Edition.Addison-Wesley Professional, 2017. — 1232 p.

6. Paul Cobbaut. Linux Networking, 2015. — 294 p. URL: http://linux-training.be/linuxnet.pdf

7. Linux Administration Il Linux as a Network Client. Version 4, 2015 —-217 p. URL:
https://www.tuxcademy.org/download/en/adm2/adm2-en-manual.pdf

HaByanbHUI KOHTEHT

5. MeToauKa onaHyBaHHA HaBYa/IbHOT AUCLUNNIHU(OCBITHBOro KOMMOHEHTA)

5.1. JleKuiiHi 3aHATTA

Neo . KinbKicTb
Hasea Temu nekuii Ta nepenik OCHOBHMX NUTaHb
nekuy,i aya. roauvH

CTpyKTypa Ta npocTip imeH DNS
1 dyHKuUii cuctemu imeH DNS. MpocTip imeH DNS. Tunu pecypcHux 3anucis. 2
CPC:MNo3HaNOMUTUCL 3TPAHCNOPTHMMM NpoToKonamm DNS.

Pexxumu pobotu Ta popmart nosigomnenb DNS.

MepetBopeHHA imeH B agpecu. Pexumu pobotn DNS. dopmar
nosigomneHHa DNS.

CPC:Mo3HanomuTuCh 3 besneyHoto Bepcieto DNSSEC.

Mpotokon SMTP.3abe3neueHHA 6e3neku B npoTtokoni SMTP.

ApxiTeKTypa  enekTpoHHoi  nowTn. [lpotokon SMTP.  ®opmar
eneKTpoHHoro nucta. Komanam SMTP. Kogu sBignosigein SMTP.
3 PoswunpeHHa SMTP. ABTeHTMdiKaLia nosBigomaeHb 3a gonomoroto DKIM. 2
IHGpacTpyKTYypa noniTnKK BianpaBHnMKaSPF.DMARC.

CPC:Mo3HanomuTMCb  3peanisauieto  ¢inbTpauii  cnamy Ha  b6asi
SpamAssassin.

Mpotokonun IMAP ta POP3.

MpoTtokon POP3. CtaHu ceaHcy POP3. KomaHan POP3. lMpoTtokon IMAP.
4 MNanku Ta npanopwu B IMAP. CtaHun ceaHcy IMAP. 2
CPC:MNo3HanoMUTUCL 3 MexaHi3mammn aBTeHTUiKauii B npoTokonax IMAP
Ta POP3.




Neo . KinbKicTb
Ha3ea Temu nekLuii Ta nepesiik OCHOBHUX NUTaHb
nekuiji ayAa. roguH
MepeXHi cxoBMLA AAHUX.

c ApXITEKTYPU MeEpEXKHUX cxoBuLl, AaHux. MNpoTtokon FTP. AKTMBHMI Ta 5
nacuBHW pexxkumm FTP.
CPC:Mo3HanomuTmck 3 npotokonom TFTP.
Mpotokon FTP.

6 Komangu FTP. MNpoTokon FTPS.MpoTtokon SCP. MpoTtokon SFTP.

CPC:Mo3HanomunTHCb 3peanisalicto npotokony FTP Ha 6a3i FileZilla.
MepexHadaiinosa cucrema NFS.
Uini cteopeHHA NFS. BignosigHicte NFS mogeni ISO OSI. Apxitektypa NFS.

7 Mpotokon NFS. MoHTyBaHHA  BigganeHoi  ¢ainoBoi  cuctemu. 2
HanawTtyBaHHsA cepepa NFS. Onuii ekcnopTy iepapxiit KaTtanoris.
CPC:Mo3HanomuTmCh 3 aBTeHTUdIKaLieo Kerberos B cuctemi NFS.

Mpotokonu SMB/CIFS.

8 Cepsicu SMB/CIFS. MopTtu cepsicie SMB. MpoTtokon NetBIOS. Cnyb6a 5
imeH. Tunn komn’totepis NetBIOS. Peectpauin imeHi.
CPC:Mo3HanomuTmch 3 peanisadieto CIFS/SMB3-cepsepa B aapi Linux.
Mpotokonu SMB/CIFS.

9 Tunu pecypcis NetBIOS. Cnykba cecit. Cny»kba gatarpam. Mpotokon CIFS. 5
Crpyktypa nakety CIFS.

CPC:MNo3HanomuTmch 3 peanisauieto CIFS/SMB3-cepsepa B aapi Linux.
Mpotokon HTTP.

10 MNMokaxunkn pecypcis. Ctpyktypa HTTP-3anuty. Ctpyktypa HTTP-Bignosia;. 5

MeTtoaun npotokony HTTP. Cratycu HTTP.

CPC:lMo3HaomMuUTHCb 3 NpoToKkosiom HTTP/3

Cecii B npotokoni HTTP. KewyBaHHA B npoTtoKoni HTTP.

Cnocobu ineHTndikauii KnienTa B HTTP. 36epexeHHA cTaHy Yyepes Cookies.

1 ATpnbytn Cookies. BukopuctaHHa Cookies B cecii. Buan KelwyBaHHS. 5
3aronosok Cache-Control.3anut GET 3 ymosotw.Web npokci-cepsep.
3BOpPOTHIN NpOKCi-cepaep.

CPC:lpeHTndikatop cecii 8 URL.
MexaHizmu nigsuweHHa epeKTnsHocTi po6otn HTTP.

12 MocTinHe 3'eaHaHHAB HTTP. KoHBeepHa o6pobka HTTP. 5
CPC: T[l03HAaMOMMUTUCb 3  MOXK/AMBOCTAMM  KOHTPOJIKO  NOCTIMHOrO
3'egHaHHAWeb-cepBepom.
banaHcyBaHHA HaBaHTa)XKeHHA anAa Web-cepsicis.

Mpu3HayeHHs Ta GyHKLiT 6anaHCcyBafibHMKA HaBaHTaXKeHHA. Tunu Tpadiky
6anaHCcyBaNbHUKAHABAHTAXEHHSA. Anroputmu 6anaHcyBaHHA

13 HaBaHTA)KeHHA. 36epeXeHHA CTaHy npu 6anaHCyBaHHI HaBaHTaXEHHA. 2

Bucoka goctynHicTb 6anaHcyBanbHNUKAHABAHTAXKEHHS.
CPC: MNo3HaNoMUTUCb 3 MeXaHi3Mamu HanaHcyBaHHA HA TPAHCMNOPTHOMY
PiBHi.




Neo . KinbKicTb
Haszea Temu nekuii Ta nepenik OCHOBHMX NUTaHb
nekuy,i aya. roauvH

Mpotokonu SSL/TLS.

MpoToKon pyKocTUCKaHHA B TLS. ABTeHTUIKaLiA cepBepa 3a AOMNOMOrow
14 umMppoBux ceptTudikatie. ANropuTMM OBMIHY Katouyamu, WNGPYBaHHA Ta 2
XewyBaHHA B TLS.

CPC: Mo3HaoMUTUCh 3 iIHPPACTPYKTYPOLO BiAKPUTUX KHOUIB.

Cepsicn mutTEBUX NnosigomaeHb (IM).
15 Mpu3HaveHHA Ta YHKUT IM.Mepexi 0bMmiHy MUTTEBUMMU 5
NoBiAOMNAEHHAMM Ta X NpoTokoan. NMpoTtokon XMPP. Apxitektypa XMPP.

CPC: Mo3HaiomunTKCb 3 peanizauieto npotokony XMPPHa 6a3i ejabberd.

CepBicn mutTeBUX NosigomneHb Matrix.

Mpu3sHauyeHHA Ta MOXAMBOCTI cneuudikauii Matrix. Cepsicu, wo
16 HagatTbcAa KnieHTam B Matrix. Apxitektypa Matrix. KimHatn B Matrix. 5
laeHTMiKaLia KopucTyBauis.

CPC: MNo3HanomunTUCb 3 peanizauieto cepsepa Matrix Ha 6a3i Synapse Ta

KnieHTy Ha 6asi Element.

Pasom: 32

5.2. JlabopaTopHi 3aHATTA (KOMN'IOTEPHUIA NPAKTUKYM).

OCHOBHe 3aBAaHHA UMKAY NabopaTOpHMX 3aHATb (KOMM'OTEPHOrO MPAKTUKYMy) - OTPUMAHHSA
CTYAEeHTaMN HeobXiAHUX MPAKTUYHUX HABWKIB NO aAMIHICTPYBAHHIO HAWbiINbW NONyAAPHUX CepBiciB B
mepexKi IHTepHerT.

[nA ycniWwHOro 3acBOEHHA AUCLMNAIHU KOXHOMY CTyAeHTy HeobxigHo niarotysaTn poboye micue y

BUINAAiABOX BipTya/bHUX MallMH. PEKOMeHAYETbCA BUKOPMCTOBYBATM CMCTEMY BipTyanisauii VirtualBox
(https://www.virtualbox.org/wiki/Downloads)

[Ons npoBeaeHHs NabopaToOpHUX PobIT y AKOCTI AUCTpMOYTMBA pPEeKOMEeHAYETbCA BMKOPWUCTOBYBATU
Debian (https://www.debian.org/download) ogHiei 3 ocTaHHiX cTabinbHUX Bepcii. AnA 3MeHLWEeHHs
BMMOI MO pecypcam [0 anapaTHOi nnatGopmM MOMKHA BMKOPUCTOBYBATUM BapiaHT BCTAHOBAEHHSA
onepaLuiiHoi cuctemu 6e3 rpagdivHoro iHTepdeicy.

[nAa NOBHOLIHHOrO BMKOHAHHA BCix nabopatopHMx pobiT KOXKHa BipTya/sbHA MalUMHA NOBMHHA MaTW
NiAKAOYEHHA 40 MepeXKi IHTepHerT.

Ne 3/n Hassa nabopaTopHOi pob0oTK (KOMN'IOTEPHOro NPaKTUKYMY) KinbKict
ayA. roguH
Cny»6a gomeHHUX imeH (DNS).
1 HanawTyBaHHA nepBUHHOrO Ta pe3epsBHoro cepsepis DNS. 3HaiomcTBO 5
3 YTUAITaMW, AKI BUKOPUCTOBYIOTbCA AnA AiarHoctnkm DNS:nslookup,
dig, host.
Cepsic eneKTpoHHOI NowTH.
2 HanawTyBaHHA NOLWTOBOr0 CepBepa, AKUIA peanidye NpoToKoauSMTP, 4
POP3 ta IMAPHa 6a3i OC GNU/Linux. 3HalloMCTBO 3 yTUAITaMM, AKi




KinbKicTb
aya. roauvH

Neo 3/n HasBa nabopaTtopHoi poboTH (KOMN'OTEPHOrO NPaKTUKYMY)

BMKOPUCTOBYIOTbCA  ANA  AiarHOCTMKM  MowToBUX  cepsiciB:telnet,
openssl, swaks.

Cepsic nepegaui ¢ainis.

HanawTtyBaHHa FTP-cepBepa Ha 6a3i OC GNU/Linux. 3HallomcTBO 3
YTUNITaMK, AKI BUKOPUCTOBYIOTbCA ANA AiarHOCTMKKM FTP-cepsepa:ftp,
telnet, netcat, openssl, Iftp.

MeperkHa dpaiinosa cucrema NFS.

HanawTtysaHHa NFS-cepBepa Ha 6a3i OC GNU/Linux. 3HaliomcTBO 3
yTuniTamn,  AKi BUKOPUCTOBYIOTbCA  ANA  giarHoctuknm  NFS-
cepsepa:nfsstat, showmount, mount, tcpdump.

Cepsic gocryny go ¢dainis SMB/CIFS.

HanawTyBaHHA SMB-cepBepa Ha 6a3i OC GNU/Linux.3HaliomcTBO 3
yTUAiTamn,  AKi BUKOPUCTOBYIOTbCA  ANA  AijarHOCTUKM  SMB-
cepsepa:nbtscan, nmblookup, smbtree, nmap.

Web cepsic.

HanawTtyBaHHA Web-cepsepa Ha 6a3i OC GNU/Linux.3HaliomcTBO 3
YTUNITaMKN,  AKI  BUKOPUCTOBYIOTbCA  Ana  pgiarHoctukn — Web-
cepBepa:telnet, netcat, openssl, curl.

Pasom: 14

6. CamocrTiitHa poboTa cTyaeHTa/acnipaHTa

6.1. Temu, AKi BUHOCATLCA HA CAMOCTiliHe onpaLloBaHHA.

No . KinbKicTb
Ha3ea Temu, WO BUHOCUTBLCA Ha CAMOCTiiHE ONpaLLtOBaHHA

3/n roguH CPC
1 YTunita gnsa ckaHyBaHHA KOMN IOTEPHOT Mepexki nmap. 3
2 Peanizauis mexaHiamy DMARC B exim abopostfix 3
3 KoHTponb KewysaHHa Web-cepsepom. 3
4 | MexaHi3mu 3abe3neyeHHA 6e3nekun y cepsicax MUTTEBUX MNOBIAOMANEHD. 3
5 Peanizauia mocTiB MiXK cepBicammn MUTTEBUX NOBIJOM/EHD. 3
Pasom: 15

Mepen KOXHUM ayaUTOPHUM 3aHATTAM CTYAEHT BUKOHYE CaMOCTIMHY NiAroTOBKY BiANOBiAHO A0 TemMU
NeKuii abo nabopatopHOi pob0TM He MeHLLe ABOX roaMH.iaroToBKa A0 3a/iKy Ma€ cKnagaTn He meHLe
13 roguH.

TakMM YMHOM caMoOCTilHA poboTa CTyAeHTa NPOTArOM CEMECTPY MA€E cknagatu: 32 + 14 +15 +13 =74
rO4MH.

MoniTUKa Ta KOHTPO/Ib
7. MoniTMKa HaBYaNbHOI AUCLUNIHU (OCBITHBOrO KOMMNOHEHTA)

Cunctema BMMOT, AIKi CTaBAATbCA nepes CTyAeHTOM:



- ANA ycnilWHOro BUBYEHHA ANCLMNNIHK BayKaHa NPUCYTHICTb Ha BCiX NeKuinx;

- Ha NeKLiAX [,03BONAETLCA BUKOPUCTOBYBATU ByAb-AKY TEXHIKY Ti/IbKM 3 METOIO, AKA CTOCYETbCA 3aHATTA,
He 3aBaKatloumn iHWKNM CTyAEeHTam Ta BUKIA4auy;

- Nig 4Yac NnekKuji MOXKHa CTaBUTU NMUTAHHA BUKAAAavy, ANA LbOro HeobXigHO NiAHATK PYKy i oTpumaTtn
[03BiN;

- Ha NeKuiax 3ab0pOHAETLCA PO3MOBAATM 6e3 [,03BOTY BUK/IA[AYa;

- Ha NneKuiax 3ab0pOoHAETLCA 3aMMaTUCA AiANbHICTIO, AKA NPAMO He CTOCYETbCA HAaBYa/IbHOI AUCUMNAIHNK;

- nabopatopHi poboTn NpoxoaATb Y GOpMi KOMN'OTEPHOTO NPAKTUKYMY;

- Ha NabopPaATOPHUX 3aHATTAX MatOTb OYTU NPUCYTHIMM TINbKKU CTYAEHTU, AKI TOTOBI A0 3axXUCTy poboTu;

- Mig 4ac 3axucTy nabopaTtopHoi poboTM CTyAEHT Ma€e NPOAEMOHCTPYBaTWM BMKOHAHE 3a BapiaHTOM
3aBaHHA Ta BiAMNOBICTM Ha 3aNUTaHHA BUK/ada4a (3anuTaHHA 3 Teopii, NPaKkTMYHa 3a4a4a, Towo);

- BapiaHTM (AKWO noAin Ha BapiaHTM nepenbayeHo y 3aBAaHHI) Ha nabopaTopHi poboTn obupatoTbes
TAaKMM YMHOM: nepwi 15 cTyaeHTiB OTpUMYIOTb BapiaHTM BignNoBig4HO HOMePY Yy CAUCKY rpynun, CTYAEHT 3
HOMmepom 16 y CNCKY OTPMMYE BapiaHT 1 i T.A4.

- wTpadHi 6anun 3a HECBOEYACHMI 3aXMCT NabopaTopHMX POBIT He HapaxoBYOTbCA;

- 3axuLLaTK NabopaTopHi pobOTN MOXKHa B A0BINbHI MOCNIAOBHOCTI;

- NOBTOPHWI 3aXUCT TabopaTopHNX POBIT 3a60POHEHWUI;

- 32a60POHAETLCA BUKOPUCTOBYBATU CTOPOHHIO A0NOMOTY Nij, Yac 3axXmMcty NabopaTopHUX pobiT.

8. Buau KOHTPOJIO Ta peMTUHIOBa CUCTEeMA OLiHIOBAaHHA pe3yabTaTiB HaB4YaHHA (PCO)

MiacyMKoBa perMTUHIoBa OLiHKa CTyAeHTa 3 AUCUMNANIHU «IHTEepHET TeXHONOTIT» CKNaAaeTbea 3 6anis, AKi
BiH OTPUMYE:

—3a HaB4YaNbHy poboTy BNpoaoBX cemecTpy (cTapTosi 6ann);

- 3a 3aliK.

8.1. HapaxyBaHHs cTapToBUX Hanis.

MpoTArom cemecTpy CTYAEHT BUKOHYE 6 1abopaTopHuMx pobir.

3a KOXHY nabopaTopHy pobOTY CTYAEHT OTPUMYE:

- 9 banis 3a BMUKOHaHe B NOBHOMY 06cA3i Ta 6€3 cyTTEBUX MOMMUJIOK 3aBAaHHS Ha labopaTopHy poboTy;

- 8ig, 0 go 5-m H6anis 3a 3axmct nabopaTopHOi POOOTU, AKUIN CKNALAETLCA 3 TEOPETUYHUX 3aNUTaHb,
NPaKTUYHUX 3aBAAHD.

3annaHoBaHa 1 moay/bHA KOHTposbHa poboTta (MKP), 3a sky cTyaeHT moxke oTpumatu Big 0 go 16
6anis.

CrapToBi 6anm cTyAeHTa po3paxoByrOTbCA AK cyma 6anis 3a Bci nabopatopHi po6oTn Ta MKP nOMHOKeHi
Ha KoeoiLlieHT 0,6.

8.2. YMOBM A0MYCKY A0 3aNiKy.
LUlo6 oTpumaTn fonyck o 3aniky HeobxigHo 3axnctutn 6 nabopatopHmx pobiT.

8.3. HapaxyBaHHs 6aniB 3a 3anik.

Ha 3aniky cTyaeHTVM matloTb BiAMOBICTM Ha TPU TEOPETUYHUX MUTaHHA. KOoXKHe TeopeTuyHe MUTaHHA
ouiHtoeTbeA y 20 Banis.

Cnctema OUiHIOBAHHA TEOPETUYHUX NMUTAHD:

18-20 6anis — noBHa Bianosiab (He meHwe 90% noTpibHOT iHpopmalLi);

15-17 6aniB — A0CTaTHLO NOBHa Bignosiab (He meHwe 75% noTpibHOI iHPopmauii, abo He3HauHi
HETOYHOCTI);

12-14 6anis — HenoBHa BiANoOBiAb (He meHwe 60% NoTpPibHOT iHPpopMaLLi Ta AeAKi NOMUNKK);

0 6aniB— He3agoBiNbHA BiANoBiAb (MeHwwe 60% NoTpibHOI iIHbopMaLLii abocyTTeBI MOMUAKN).



Cyma ctapToBux 6anis Ta 6anis 3a 3anik NepeBoAMTLCA A0 3aMiKOBOI OLiHKM 3rigHO 3 Tabauueto:

Kinbkictb 6anis OujiHKa
100-95 BiamiHHO
94-85 OyKe nobpe
84-75 Jobpe
74-65 3ap0BinbHO
64-60 JocTaTHbOo
MeHuwe 60 He3apgoBinbHO
He BMKOHaHi ymoBW A0NYCKY He ponyweHo

9. HopmaTUBHiI NONOXKEHHA NONITUKMU HABYAIbHOI ANCLUNANIHM (OCBITHBOrO KOMMOHEHTA)
9.1. ANCTaHUIAHNI peXKUM HaBYaHHA.

Y pasi 3anpoBagrKeHHA obmexeHb Ha BiABiAyBaHHA YHIBEpCUTETY, MNOB’A3aHMX 3 BBEAEHHAM
KapaHTUHY abo peXMmy BOEHHOrO CTaHy B [ep)KaBi, OCBITHiIM Npouec 3A4iNCHIOETLCA Y
AWCTaHUiMHOMY pexkumi BianoBiaHO A0 [MonoxeHHA npo auctaHuiiHe HasyaHHA B KMl im. Irops
Cikopcbkoro  (https://osvita.kpi.ua/index.php/node/188), PernameHTy opraHisauii 0CBITHbOro
npouecy B AucTaHuinHoOMy pexxumi (https://profkom.kpi.ua/reglament-organizatsiyi-osvitnogo-
protsesu-v-distantsiynomu-rezhimi) Ta PernameHty npoBeAeHHs CEMeCTPOBOrO KOHTPOIO B
anctaHuinHomy pexkumi  (https://osvita.kpi.ua/node/148). Y pexumi AUCTaHLIMHONO HaBYaHHA
3aHATTA BiabyBatoTbCA y BUTNAAI oHNalH-KoHdepeHLUii Ha nhatdopmax BigBlueButton, Google Meet,
Zoom. Pe3ynbTaTu OLjiHIOBAaHHA BUCBITAOOTL Y AC «ENEeKTPOHHUI Kamnyc» Ha OCOBUCTIM CTOPIiHL
3po6bysava (https://ecampus.kpi.ua).

9.2. MNpaBuna noBeAiHKM Ha 3aHATTAX.

Ha 3aHATTAX cnig A[OTPMMYBATMCb HOPM  E€TMYHOI NOBeAiHKM BM3HadveHux Yy Kopgekci uecTi
HauioHanbHOro TexHiYHOro yHiBepcuteTy YKpaiHn «KUIBCbKUIA MONITEXHIYHUN iHCTUTYT iMeHi lropsa
Cikopcbkoro» (https://kpi.ua/code). Ha Teputopii yHiBepcuteTy 3006yBadi matoTb nosoauTn cebe
BianosiaHo Ao MpaBun BHYTpPilWHbOro po3snopaaky (https://kpi.ua/admin-rule).

9.3. MNoniTuKa BUKOPUCTAHHA WUTYYHOrO iHTENEKTY.

BMKOPUCTAHHA LITYYHOrO IHTENEKTY pPernamMeHTyeTbca «loNiTMKO BUKOPUCTAHHA LUTYYHOrO
iHTENEKTY ans aKagemiyHoi AiAnbHOCTI B KMl im. Irops CikopcbKoro»
(https://osvita.kpi.ua/node/1225). Yci 3aBaaHHA, AK Mi, 4ac BMKOHAHHA HaB4Ya/bHUX 3aBAaHb 3
AVCUMNANIHW, TaK | iHAMBIAYaNbHI 3aBAaHHA, MaloTb OYTU pe3ynbTaTOM BJ1IaCHOI OpUTiHaAbHOT poboTH
3n06yBava. BukopuctanHa WI ans aBTomaTtnyHoOl reHepalii Bianosigen 6e3 noganblworo ix aHanisy
Ta AoONpaLtoBaHHA 3a60pPOHEHO.

9.4. MopyLeHHA aKageMidyHOi 406POYECHOCTI: BUKOPUCTAHHA Naariaty.

Y pasi BuABNeHHA $aKTiB BUKOPWUCTAHHA NaariaTy Nif 4ac BUKOHAHHA HaBYa/IbHMX 3aBAAHb, CTYAEHT
BTpPaya€e NpaBoO Ha Nojanblue BUKOHAHHA NOTOYHWUX 3aBAaHb Y MeXaX HaBYa/bHOI AUCUMNAIHWU A0
3’AcyBaHHA o6cTaBuMH nopyweHHsA. CTyaeHT 3060B’A3aHUIA apryMmeHTOBAHO MOACHUTU MNPUYUHMU
BUKOPUCTAHHA NAariaty, a TaKOX 3aCBiAYMTU FOTOBHICTb AOTPMMYBATUCb NPUHLUUNIB aKageMivyHol
Ao0bpoyecHOCTi B NoAablOMY HaBYaHHI; NOBTOPHO BMKOHATW 3aBAaHHA abo, 3a noTpebun, BUKOHATK
AO0AATKOBE 3aBAAHHA BIiANOBIAHO A0 6ayeHHA BMKAaZa4ya 3  ypaxyBaHHAM BMMOP LWOA0
camocTiltHocTi.3a3HauveHi Aaii  pernameHTytoTbca Koaekcom uyecti HauioHanbHOro TexHi4HOro
yHiBepcuteTy  YKpaiHM  «KWiBCbKMIA  NONITEXHIYHMA  IHCTUTYT  imeHi lropa  CikopcbKoro»
(https://kpi.ua/code).




10. AopaTtKoBa iHpopmauia 3 aucumnnniHm (0CBITHbOro KOMMNOHEHTA)

Mifg Yac npoBefeHHA NeKUiMHUX 3aHATb HeObXiAHO OKPiM Npe3eHTaLii BUKOPUCTOBYBATU TePMiHan
ANA AeMoHCTpauii *Kuemx npuknagis. Lle gacTb MOXKAMBICTb CTyAeHTy ranble 3acBoiTM maTepian
nekuii.

10.1. Mepenik TeopeTUYHMX NUTAHb Ha 3anikoBy cnisbecigy.

e [Ipn3Ha4YeHHs Ta NpMHUMNK poboTn DNS.

e Tunun DNS-cepBepiB Ta iX NPU3HAYEHHA.

e Tunu pecypcHux 3anucis B8 DNS Ta ix npnaHayeHHs.

e Pob60oTa cepBepa B iTepaTUBHOMY Ta PEKYPCUBHOMY PEXMMAX.

e 3aranbHa npoueaypa nepeTBOpPeHHA 4OMEHHOro imeHi B IP-agpecy.

e KewyBaHHA B DNS.

o ApXiTEKTypa e/NeKTPOHHOI NOLWTH.

e [Ipn3Ha4YeHHs Ta NpuHUMNK poboTn npoTtokonis SMTP, POP3 ta IMAP.

e ®opmaT NOLTOBOro NOBIAOMNEHHA.

e MapuwpyTtm3auii noBigoMAEHb €/1eKTPOHHOI NOoWTK.

e MeToau aBTeHTMiKauji nowToBMx noBigomneHb DKIM Ta SPF.

e TexHonoria DMARC.

e [poTokon FTP npusHaveHHA Ta ocobansocTi poboTu.

e [TaCcMBHU Ta aKTUBHUI pexnmmn poboTtu FTP-cepsepa.

e KomaHgu npoTtoKony FTP.

e [poTokon FTPS (FTP 3Bepxy SSL/TLS).

e [IpoTokon SFTP.

e BignosigHictb NFS moaeni ISO OSI.

e Apxitektypa NFS.

o [MpusHayeHHs Ta GyHKUii KomnoHeHT NFS: mountd, nfsd, rpcbind (portmapper).
e [lpoueaypa MoHTyBaHHA ¢painosoi cuctemu B NFS.

e Ctek NetBIOS/SMB.

e NetBIOS imeHa Ta TMnu pecypcis.

e Cepsic imeH NetBIOS. Peectpauis Ta nepernag imeH NetBIOS. Tunu komn'totepis NetBIOS.
e Bnbopwu ronosHoro nepernagava.

e Cnyxbu gatarpam Ta ceciiie NetBIOS/SMB.

e [lpoTtokon HTTP.

o [lokarkumku pecypcis URI Ta URL.

o CTpyKTypa nosigomneHob HTTP.

e Metogn HTTP.

e Cecii B npotokoni HTTP.

e KewyBaHHA B npoTokoni HTTP.

e [ocTiiHe 3’egHaHHA B NnpoToKoni HTTP.

e Anroputmu 6anaHcyBaHHA HaBaHTaxkeHHAWeb-cepsepa.

e 36eperkeHHs cTaHy Npu 6anaHcyBaHHI HaBaHTaxkeHHAWeb-cepsepa.



e ETanoHHa Mmoaenb B3aeMoaii BiagKkputux cuctem (1ISO/OSI).

e baraTopiBHeBa CcTpyKTypa cTeKy TCP/IP.

e [IpMKNaZHWUI piBEHD.

e TpaHCNOPTHMUI piBEHb.

e MepeXHWUi piBeHb.

e PiBeHb MepeXKHUX iHTepdeicis.

e BignosigHictb piBHiB cteky TCP/IP moaeni ISO/OSI.

e OcHOBHi NnpoTokoau cteky TCP/IP, ix npu3HaYeHHs.

e [Mpur3HayeHHA Ta GyHKLiT IM.

e MepexKi 0bMiHy MUTTEBUMM NOBIAOMNEHHAMM Ta iX NPOTOKOAN.
e [IpoTtokon XMPP.

e MexaHi3mu 3abe3neyeHHA 6e3neKkun y cepsicax MUTTEBUX MNOBIAOMEHD.
e [IpM3HAYeHHA Ta MOXKANBOCTI cneymdiKauii Matrix.

e CepsBicu, WO HaAAOTbCA KNieHTam B Matrix.

e ApxiTektypa Matrix.

e KimHaTu Ta ineHTUdiKauia Kopuctysadiss Matrix.

10.2. JoaaTKoBi IHpopMmaLinHi pecypcu
https://www.cs.vu.nl/~ast/CN5/

Po6ouy nporpamy HaB4yanbHOI gucuuniinm (cunabyc):
CknaB goueHT Kadeapu obuYNCNIOBaIbHOI TEXHIKMK, K.T.H. PokoBuit OnekcaHgp MNetposuy.
YxBaneHo: Kapeapoto obumcatoBanbHOT TexHikM (npoTokon Nel2 Big 23.06.2025p.)

MoropkeHo: meToguyHoto Komicieto PIOT (npoTokon Nell Big 27.06.2025p.)



