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7KH� JRDO� RI� SUHVHQWHG� E\� DUWLFOH� UHVHDUFK� LV� WR� SRLQW� RXW� WKH� SRWHQWLDO�

YXOQHUDELOLWLHV�RI�PRGXODU�H[SRQHQWLDWLRQ�RSHUDQGV�UHFRQVWUXFWLRQ�E\�SRZHU�G\QDPLF�
DQDO\VLV�DQG�WR�HODERUDWH�FRXQWHUPHDVXUHV��,W�KDV�EHHQ�VKRZQ�WKDW�H[SRQHQW�RI�PRGXODU�
H[SRQHQWLDWLRQ�ZKLFK�LV�VHFUHW�NH\�RI�56$��(O�*DPDO�DQG�'6$�FDQ�EH�UHFRQVWUXFWLRQ�
E\� WLPLQJ� SRZHU� DQDO\VLV�� )RU� FRXQWHUPHDVXUH� WKH� VSHFLDO� DOJRULWKP� IRU� PRGXODU�
H[SRQHQWLDWLRQ� KDV� EHHQ� ZRUNHG� RXW�� 3URSRVHG� DOJRULWKP� GRHV� QRW� FRQGLWLRQDO�
RSHUDWRUV�XVH�DQG�LQFOXGH�WKH�IDOVH�RSHUDWRUV�ZKLFK�LQKLELW�WR�WLPLQJ�SRZHU�DQDO\VLV��,W�
KDV�EHHQ�VKRZQ�WKDW� LPSOHPHQWDWLRQ�RI�SURSRVHG�DSSURDFK�GHPDQG�DERXW�����PRUH�
WLPH�IRU�PRGXODU�H[SRQHQWLDWLRQ���

.H\� ZRUGV�� SRZHU� DQDO\VLV�� VPDUW� FDUGV�� FU\SWRJUDSKLF� DOJRULWKPV�� � GDWD�
VHFXULW\�SURWRFROV��WHUPLQDO�FRPSXWHU�GHYLVHV�
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��� &RKKHU�3��7LPLQJ�$WWDFN�RQ�,PSOHPHQWDWLRQV�RI�'LIILH�+HOOPDQ��56$��'66�
DQG�RWKHU� V\VWHPV� ��3�&RKKHU�� ���3URFHHGLQJ� RI�$GYDQFHV� LQ�&U\SWRORJ\�³&5<372�
��´��/1&6�������6SULQJHU�9HUODJ��±���������33�����������

��� 0HVVHUJHV� 7�6�� 3RZHU� $QDO\VLV� $WWDFNV� RI� 0RGXODU� ([SRQHQWLDWLRQ� LQ�
6PDUWFDUGV�� �� 7�6�� 0HVVHUJHV��� (�$�� 'DEELVK�� 5�+�� 6ORDQ�� ��� 3URFHHGLQJ� RI� ��WK�
,QWHUQDWLRQDO�:RUNVKRS� ³&U\SWRJUDSKLF�+DUGZDUH� DQG�(PEHGGHG� 6\VWHPV´� �&+(6�
�������/1&6�������6SULQJHU�9HUODJ������������3�����������

��� $NNDU�0�/��3RZHU�DQDO\VLV��ZKDW�LV�QRZ�SRVVLEOH����0�/��$NNDU���&��%HYDQ��
3��'LVFKDPS��'��0R\DUW������3URFHHGLQJ�RI�,QWHUQDWLRQDO�:RUNVKRS�³$VLDFU\SW�����´��
/1&6�������6SULQJHU�9HUODJ������������3�����������

��� 0D\HU�6RPPHU� 5�� 6PDUWO\� DQDO\]LQJ� WKH� VLPSOLFLW\� DQG� SRZHU� RI� VLPSOH�
SRZHU�DQDO\VLV�RQ�VPDUWFDUGV����5��0D\HU�6RPPHU�����3URFHHGLQJ�RI���WK�,QWHUQDWLRQDO�
:RUNVKRS�³&U\SWRJUDSKLF�+DUGZDUH�DQG�(PEHGGHG�6\VWHPV´��&+(6��������/1&6�
������6SULQJHU�9HUODJ������������3���������

��� .RFKHU� 3�� 'LIIHUHQWLDO� 3RZHU� $QDO\VLV�� �� 3�� .RFKHU�� -�� -DIIH�� %�� -XQ�� ���
3URFHHGLQJ�RI�&5<372¶�������6SULQJHU�9HUODJ�������������33�����������
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.XWV� 9RORG\P\U� <XULLRY\FK� ±� DVVRFLDWH� SURIHVVRU�� 'HSDUWPHQW� RI� &RPSXWHU�

(QJLQHHULQJ�� 1DWLRQDO� 7HFKQLFDO� 8QLYHUVLW\� RI� 8NUDLQH� ³,JRU� 6LNRUVN\� .\LY�
3RO\WHFKQLF,QVWLWXWH´����
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+DUDV\PRY\FK� +DO\QD� 9RORG\P\ULYQD� �� VWXGHQW�� 'HSDUWPHQW� RI� &RPSXWHU�

(QJLQHHULQJ�� 1DWLRQDO� 7HFKQLFDO� 8QLYHUVLW\� RI� 8NUDLQH� ³,JRU� 6LNRUVN\� .\LY�
3RO\WHFKQLF�,QVWLWXWH´����
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7RSLFDOLW\� RI� WKH� UHVHDUFK�� 7KH� G\QDPLF� LQWHQVLILFDWLRQ� RI� LQIRUPDWLRQ�
LQWHJUDWLRQ�EDVHG�RQ�WKH�FRPSXWHU�QHWZRUNV�WDNHV�D�OHDGLQJ�UROH�DW�WKH�SUHVHQW�VWDJH�RI�
GHYHORSPHQW� RI� PRVW� VSKHUHV� RI� KXPDQ� DFWLYLWLHV�� 7KHUH� LV� DQ� REMHFWLYH� QHHG� WR�
LQFUHDVH� WKH� HIIHFWLYHQHVV� RI� LQIRUPDWLRQ� VHFXULW\� PHDQV� LQ� WHUPV� RI� H[SDQGLQJ� WKH�
VFRSH� RI� LQWHJUDWHG� V\VWHPV�� 7KXV�� WKH� VFLHQWLILF� WDVN� DLPHG� DW� LQFUHDVLQJ� WKH�
HIIHFWLYHQHVV� RI� LQIRUPDWLRQ� VHFXULW\� PHDQV� LV� LPSRUWDQW� DQG� WRSLFDO� IRU� WKH� FXUUHQW�
VWDJH�RI�LQIRUPDWLRQ�WHFKQRORJLHV�GHYHORSPHQW��

3UREOHPVWDWHPHQW�� 3URWHFWLRQ� RI� WKH� NH\V� RI� DOJRULWKPV�� EDVHG� RQ� PRGXODU�
H[SRQHQWLDWLRQ�� DJDLQVW� UHFRQVWUXFWLRQ� E\� SRZHU� DQDO\VLV� LV� LPSRUWDQW� DQG� WRSLFDO�
SUREOHP�DW�WKH�FXUUHQW�VWDJH�RI�WKH�GHYHORSPHQW�RI�WHFKQRORJLHV�IRU�GDWD�SURWHFWLRQ�LQ�
QHWZRUNV��

$QDO\V V� RI� UHFHQW� UHVHDUFKHV� DQG� SXEO FDW RQV��0RGXODU� H[SRQHQWLDWLRQ� ;(

PRG�0�� ZKHUH�;�� (� ��0� VHUYHV� DV� WKH� EDVLF� FRPSXWLQJ� RSHUDWLRQ� IRU� WKH� SURJUDP�
UHDOL]DWLRQ�RI�D�ODUJH�QXPEHU�RI�SXEOLF�NH\�DOJRULWKPV��LQFOXGLQJ�56$��

8QLQYHVWLJDWHG�SDUWV�RI�JHQHUDO�PDWWHUV�GHILQLQJ��)ROORZLQJ� WKH�DQDO\VLV�RI�
SXEOLFDWLRQV� UHODWHG� WR� WHFKQRORJLHV� RI� GDWD� UHFRQVWUXFWLRQ� XVLQJ� 63$� DQG� '3$�
WHFKQRORJLHV��DV�RI�WRGD\�WKHUH�LV�QR�PDWKHPDWLFDO�PRGHO�RI�WKH�LPSDFW�RI�ELWV�RI�WKH�
SURFHVVLQJ� LQIRUPDWLRQ� RQ� SRZHU� FRQVXPSWLRQ�� %XW� WKLV� LPSDFW� FDQ� EH� GHWHFWHG� E\�
XVLQJ�VWDWLF�PHWKRG�RQ�ZKLFK�WKH�LGHD�RI�'3$�LV�EDVHG��

7KH� UHVHDUFK� REMHFWLYH�� 7KHUHIRUH�� WKH� DQDO\VLV� VKRZHG� WKDW� WKH� EDVLF�
DOJRULWKPV�RI�PRGXODU�H[SRQHQWLDWLRQ�GR�QRW�SURWHFW�DJDLQVW�UHFRQVWUXFWLRQ�RI�WKH�FRGH�
RI� H[SRQHQW� (E\� XVLQJ� 63$�� 7KH� SXUSRVH� RI� WKH� UHVHDUFK� LV� WR� FUHDWH� PHWKRGV� RI�
SURWHFWLQJ� IURP� WKH� UHVWRUDWLRQ� RI� FRGH� RI� WKH� H[SRQHQW�(� IROORZLQJ� WKH� DQDO\VLV� RI�
SRZHU�FRQVXPHG�E\�WKH�FRPSXWLQJ�GHYLFH�LQ�WKH�SURFHVV�RI�PRGXODU�H[SRQHQWLDWLRQ��

0DLQ� ERG\�� 7KH� SUHVHQW� DQDO\VLV� RI� WKH� NQRZQ� PHWKRGV� RI� FRXQWHUDFWLRQ�
DJDLQVW�WKH�UHFRQVWUXFWLRQ�RI�WKH�H[SRQHQW�WKDW�LV�SHUIRUPHG�E\�XVLQJ�63$�KDV�VKRZHG�
WKDW� WKH� NH\� SUREOHP� LV� WKH� ODFN� RI� RSSRUWXQLW\� RI� WUDFNLQJ� E\� 63$� WKH� FRQGLWLRQDO�
RSHUDWRUV�ZKLFK�SHUIRUP�FRQVHFXWLYH�WHVWLQJ�RI�(��

&RQFOXVLRQV��3URSRVHG�PHWKRGV�RI�FRXQWHUDFWLQJ�DFFHVV� WR� WKH�FORVHG�NH\V�RI�
LQIRUPDWLRQ�SURWHFWLRQ�DOJRULWKP��EDVHG�RQ� WKH�RSHUDWLRQ�RI�PRGXODU� H[SRQHQWLDWLRQ��
FDQ�EH�XVHG�LQ�RUGHU�WR�LQFUHDVH�LQIRUPDWLRQ�VHFXULW\�LQ�FRPSXWHU�QHWZRUNV��

.H\� ZRUGV�� SRZHU� DQDO\VLV�� VPDUW� FDUGV�� FU\SWRJUDSKLF� DOJRULWKPV�� � GDWD�
VHFXULW\�SURWRFROV��WHUPLQDO�FRPSXWHU�GHYLVHV��
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